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Abstract- Enabling cryptographically enforced access controls for data hosted in untrusted cloud is attractive
for many users and organizations. However, designing efficient cryptographically enforced dynamic access
control system in the cloud is still challenging. In this paper, we propose Crypt-DAC, a system that provides
practical cryptographic enforcement of dynamic access control. Crypt-DAC revokes access permissions by
delegating the cloud to update encrypted data. In Crypt-DAC, a file is encrypted by a symmetric key list which
records a file key and a sequence of revocation keys. In each revocation, a dedicated administrator uploads a
new revocation key to the cloud and requests it to encrypt the file with a new layer of encryption and update
the encrypted key list accordingly. Crypt-DAC proposes three key techniques to constrain the size of key list and
encryption layers. As a result, Crypt-DAC enforces dynamic access control that provides efficiency, as it does not
require expensive decryption/reencryption and uploading/re-uploading of large data at the administrator side,
and security, as it immediately revokes access permissions. We use formalization framework and system
implementation to demonstrate the security and efficiency of our construction.

I. INTRODUCTION

Crypt-DAC A file is encrypted by a symmetric key list which records a file key and sequence of revocation key.
In each revocation, a dedicated administrator uploads a new revocation key to the cloud and requests it to

encrypt the file with a new layer of encryption and update the encrypted key list accordingly.

II. LITERATURE SURVEY
A. Existing System

e (Garrison et al. proposed two revocation schemes. The first scheme requires an administrator to re-encrypt
file with new keys as discussed above. Instead, the second scheme delegates users to re-encrypt the file when
they need to modify the file, relieving the administrator from re-encrypting file data by itself.

e Wang et al. proposed another revocation scheme, in which the symmetric homomorphic encryption scheme
is used to encrypt the file. Such a design enables the cloud to directly re-encrypt file without decryption.
DISADVANTAGES OF EXISTING SYSTEM:

e This scheme incurs a considerable communication overhead.

e This scheme, however, comes with a security penalty as the revocation operation is delayed to the next
user’s modification to the file. As a result, a newly revoked user can still access the file before the next writing
operation.

e This scheme incurs expensive file read/write overhead as the encryption/decryption operation involves
comparable overhead with the public key encryption schemes: paging delegation delegates and audits the
kernel's paging operations to a secure space; execution trapping intercepts the (compromised) kernel's
attempts to subvert SecPod by misusing privileged instructions. We have implemented a prototype of SecPod
based on KVM. Our experiments show that SecPod is both effective and efficient.

B. PROPOSED SYSTEM:

e We present Crypt-DAC, a cryptographically enforced dynamic access control system on untrusted cloud.
Crypt-DAC delegates the cloud to update encrypted files in permission revocations. In Crypt-DAC, a file is
encrypted by a symmetric key list which records a file key and a sequence of revocation keys. In a revocation,
the administrator uploads a new revocation key to the cloud, which encrypts the file with a new layer of
encryption and updates the encrypted key list accordingly

e First, Crypt-DAC proposes delegation-aware encryption strategy to delegate the cloud to update policy data.
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e Second, Crypt-DAC proposes adjustable onion encryption strategy to delegate the cloud to update file data.
ADVANTAGES OF PROPOSED SYSTEM:

e Crypt-DAC achieves efficient revocation, efficient file access and immediate revocation simultaneously.

e For revocation efficiency, Crypt-DAC incurs lightweight communication overhead at the administrator side
as it does not need to download and reupload file data.

e Forimmediate revocation, the permissions of users are immediately revoked as the files are re-encrypted.
For file access efficiency, the files are still encrypted by symmetric keys

e Crypt-DAC periodically removes the bounded encryption layers of files while amortizing the burden to a
large number of writing users.

III. METHODOLOGY

A. ADJUSTABLE ONION ENCRYPTION:

Adjustable onion encryption enables the administrator to delegate the cloud provider to update Files. The
administrator only needs to upload a new revocation key to the cloud provider. Upon receiving the key, the
cloud provider uses it to encrypt the files with a new layer of encryption and then deletes it. To constrain the
size of the encryption layers, adjustable onion encryption provides two modes: security mode and efficiency
mode. Such a design enables the administrator to define a tolerable bound for a file. Initially, the strategy works
in the security mode and the encryption layers increase as revocations happen. Once the size of the encryption
layers reaches the bound, it turns to the efficiency mode to constrain the encryption layers by putting more
trust on the cloud. As a result, the administrator can flexibly adjust a tolerable bound for each file according to
file type, access pattern, etc., to achieve a balance between efficiency and security

B. KEY ROTATION SCHEME:

Key rotation is a scheme which a sequence of keys can be produced from an initial key and a secret key. Only
the owner of the secret key can derive the next key in the sequence, but any user knowing a key in the sequence
can derive all previous versions of the key.

C. ACCESS CONTROL ADMINISTRATOR:

The access control administrator is responsible for managing access policies of the file data. It assigns/revokes
access permissions by creating, updating, and distributing cryptographic keys used to encrypt files.

D. USERS:

Users may download any policy/file data from the cloud, but are only allowed to decrypt and read files
according to their access permissions.

E. CLOUD PROVIDER:

The cloud provider is responsible for the data storage and management. The data includes file data of users in
the company, as well as policy data regulating access policies for these files. Both the policy/file data are
encrypted prior to being uploaded to the cloud provider.

Volume XI, Issue I, 2019 March http://ijte.uk 26



,ﬂ INMTEENAT|IONAL JOURNAL OF

TECHNO-ENGINEERING
IJTE
ISSN: 2057-5688

IV.  RESULT
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Fig 1: Home Page.
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Fig 2: Setting Page.
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C. Regestration confirmation mail
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Fig 3: Regestration Confirmation page
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I. Decryption Key
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V. CONCLUSION

X

We presented Crypt-DAC, a system that provides practical cryptographic enforcement of dynamic access
control in the potentially untrusted cloud provider. Crypt-DAC meets its goals using three techniques. In
particular, we propose to delegate the cloud to update the policy data in a privacy-preserving manner using a
delegation-aware encryption strategy. We propose to avoid the expensive re-encryptions of file data at the

administrator side using a adjustable onion encryption strategy. In addition, we propose a delayed de-onion
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encryption strategy to avoid the file reading overhead. The theoretical analysis and the performance evaluation
show that Crypt-DAC achieves orders of magnitude higher efficiency in access revocations while ensuring the
same security properties under the honest but- curious threat model compared with previous schemes.
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