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Abstract: Social bots, a new generation in bots, make use OSNs as command and
controlling (C&C) channels. Malicious social bots have been misused to launch
large-scale spam attacks, promote low-cap stocks and manipulate users' influence
online. Recent research has focused on either general security issues in social
networks or coarse-grained categorizations to assist detection. This survey seeks to
provide a comprehensive analysis through a social networking perspective. To do this,
we first divide social bot attacks into different stages. Then, we provide an overview
about different types. Next, we create a refined taxonomy showing how different
techniques within the same category are related or distinct from one another. We then
discuss each method's strengths and shortcomings. After reviewing the data, we
summarize empirical research results and review the existing datasets. We also
highlight the weaknesses of existing detection strategies and recommend future
directions. Our research should assist OSN administrators and researchers in
understanding the destructive potential of social bots. It will also help them to develop

new defensive strategies..

Keywords: Security,Online social networks, Social bots, Taxonomy, Malicious

behavior.
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1.INTRODUCTION:

Botnets are networks of bots or zombies that have been infected with bots and then
controlled by an attacker (botmaster). This is to carry out malicious activities.
Botmaster can take control of the server to initiate cyberattacks such as spam,
phishing and click fraud. This is one of the most dangerous security threats facing the
Internet. Due to the constant development of botnets and the security risks associated
with them, it is difficult for academic and industrial researchers to accurately identify
and detect botnets. First, botnets' C&C mechanisms exhibit intelligent and diverse
characteristics. Botnets have been able to take advantage of public resources like 5G,
Internet of Things and smart terminals. Botnets make use of technologies like
zero-day vulnerabilities and P2P networks. Phishing, fast flux, anonymous networks
and bitcoin networks are some of the ways they spread and can be used to spread.
Second, botnets are faster to spread than conventional network security threats. They
have more infection channels, are easier to conceal, have more technical content, and
can be more destructive than traditional ones. Botnets, which are often in a silent state,
maintain the connection state via C&C channels. They do not attack or intrude, but
they can also be used to maintain it. Most intrusion detection systems are unable to

detect botnets.

It has been a rapid development in deep learning theory. There have been significant
advances in related theoretical research [7, 8], and in practical applications [8, 9].
Deep learning methods are capable of solving common zombies. Researchers have
turned to multiclassification task recognition's low accuracy rate and the complexity
in feature engineering in the network detection technology as research hotspots. The
unique features of blockchain technology, including decentralization, anticensorship.
and concealment, along with smart contracts, signatures, incentives mechanisms,
create a new paradigm for building botnets. The community mining algorithm within
the complex network discipline offers new ideas to conduct behavior-based analysis
of botnets. Swarm intelligence algorithms are among the most recent methods for

botnet analysis. These include MTD, SDN and integrated methods..
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2. PREVIOUS SURVEYS

Many surveys have been done on botnet detection technology in the recent past. They
are examined in this section. The IoT network-based botnet detection technologies
can also be classified as host-based and system-based in [9]. Network-based detection
further sub-divides into signature-based DNS-based traffic-based anomaly-based and
mining based methods. This review is only a partial overview of IoT botnets. [10]
contains a complete statistical analysis on IoT attack literature from the recent years.
The review provides a detailed analysis of IoT attack literature in recent years.
However, the review does not provide a detailed description of the detection

technology or analyze the methods.

There are five main categories of DNS-based botnet identification technologies:
flow-based or anomaly-based, flux based, DGA based, DGA based, and bot
infected-based. These attributes are essential for a smart DNS,-based botnet
identification system. However, the survey provided no context for the botnet’s

construction process. [12] - A complete botnet detection analysis is available.

This survey separates botnet detection techniques in four classes: anomaly, signature,
DNS, mining, and DNS. Unfortunately, the summary is not comprehensive enough to
include the most recent technology. Botnet detection technologies based off DNS
traffic analysis are classified in [13] into two categories: honeypot and IDS. It
introduces passive technologies including graph theory. Although the literature is
extensive, they are not yet evaluated. [14] discusses detection and mitigation
techniques for DNS-based malware botnets. This survey introduces Fast-Flux, DGA
and DGA botnet identification technology. Additionally, the dimensions of this

survey are not very large and there is no evaluation.

3. BACKGROUND
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This section provides an overview of recent developments in botnet construction
based on a deep understanding of the working mechanisms and behavior

characteristics botnets.

Table 1: Comparison with other surveys.

Published Detection

Survey : Background Detection methods/techniques Evaluation
time targeted
(i)
[9] 2020 IoT Architecture Neural networks data mining graph theory (i) Not included
(it) Life cycle
Machine learning
(i) Not Deep learning o N
(10] 2020 ot included Statistical analysis i Mieas ernent
Propagation model
(i) Not Machine learning statistical analysis J ;
4 : I Hiida
1] . DNS  included Whitelist/blacklist e
@ Signature-based
[12] 2018 Universal  Architecture ¥ (i) Not included

(i) Life cycle Mining-based
Graph theory
Statistical analysis
[13] 2015 DNS Life cycle Clustering (i) Not included
Decision tree
Neural network

[14] 2017 DNS C&C channel Characteristics analysis statistical analysis (i) Not included
(1)
[15] 2016 Universal  Architecture Honeypot analysis statistical analysis (i) Not included
(i) Life cycle
(M
Our Universal E\r]ih}m??ic Deep learning, complex network, swarm Common bot detection
method 3 s o intelligence, MTD, SDN, blockchain, etc. evaluation system
(iii) C&C g
channel
4. CLASSIFICATION

Conventional detection methods are no longer suitable for new botnet detection.
Many botnet detection strategies have been developed by the industry to gain a deeper
understanding of the botnet's behavior and working mechanism. This section lists the
top technologies for botnet identification into three categories, based on honeypot
analyses, communication signatures, or abnormal behavior[16,17]. We concentrate on
the application deep learning and complex networks, swarm intelligent, MTD/SDN,
blockchain, as well other cutting-edge technologies in Botnet detection. Different
botnet detection technologies classification standards exist, and there are

multidimensional classification methods.

5. METHODS
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5.1. Based on Honeypot Analysis. Based on the honeypot

analysis and detection method. Many malicious codes samples can also be obtained
via honeypot capture, i.e. botnet binary data files. In a controlled environment
monitoring and analysis of these files can be done and bots and malicious behavior

can be found. It is an active detection activity[18].

5.2. Based on Communication Signature.

The communication signature detection method is a well-used defense method. It
detects bot activities based in predefined patterns and signatures obtained from
well-known bots. These methods include regular expressions as well whitelists (or
blacklists) and Ngram models. Snort is able to detect botnet activity quickly and
accurately by configuring feature matching rules ahead of time. Communication
signature-based detection is best for botnets having definite features. This method
helps to better understand botnet communication and possible vulnerabilities. Robots
cannot be used to bypass signature-based detection. They can also use code
obfuscation technologies, but this does not allow them to detect botnets containing
unknown features[19]. The method must continuously update and maintain the

signature knowledge, increasing the cost of detection

5.3. Based on Abnormal Behavior. Botnet detection research is dominated by
anomaly-based detection. This idea is based upon host behavior and network traffic
abnormalities. It includes traffic on abnormal ports and traffic on high latency
networks[20]. It is possible to detect a deviation from the normal behavior or a

similarity with bots' behavior.
6. CONCLUSION

This survey presents the new botnet construction method, reviews the most recent
technologies in botnet detection and compares key technologies that are based on
anomaly. This paper proposes an evaluation system to evaluate all detection methods.

There are always new botnets, so research in this area will continue to be a priority.
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This survey is crucial for security personnel who need to analyze and defend botnets.
It may also help researchers to develop better tools and techniques to mitigate the

threat from botnets.
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