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ABSTRACT

Analyzing cyber incident data sets is an important method for deepening our understanding of the
evolution of the threat situation. This is a relatively new research topic, and many studies remain to be
done. In this paper, we report a statistical analysis of a breach incident data set corresponding to 12
years (2005-2017) of cyber hacking activities that include malware attacks. We show that, in contrast
to the findings reported in the literature, both hacking breach incident inter-arrival times and breach
sizes should be modelled by stochastic processes, rather than by distributions because they exhibit
autocorrelations. Then, we propose particular stochastic process models to, respectively, fit the inter-
arrival times and the breach sizes. We also show that these models can predict the inter-arrival times
and the breach sizes. In order to get deeper insights into the evolution of hacking breach incidents, we
conduct both qualitative and quantitative trend analyses on the data set. We draw a set of cyber
security insights, including that the threat of cyber hacks is indeed getting worse in terms of their

frequency, but not in terms of the magnitude of their damage.

1. INTRODUCTION

DATA breaches are one of the most devastating cyber incidents. The Privacy Rights Clearinghouse [1]
reports 7,730 data breaches between 2005 and 2017, accounting for 9,919,228,821 breached records.
The Identity Theft Resource Center and Cyber Scout [2] reports 1,093 data breach incidents in 2016,
which is 40% higher than the 780 data breach incidents in 2015. The United States Office of Personnel
Management (OPM) [3] reports that the personnel information of 4.2 million current and former
Federal government employees and the background investigation records of current, former, and
prospective federal employees and contractors (including 21.5 million Social Security Numbers) were
stolen in 2015. The monetary price incurred by data breaches is also substantial. IBM [4] reports that in
year 2016, the global average cost for each lost or stolen record containing sensitive or confidential
information. While technological solutions can harden cyber systems against attacks, data breaches

continue to be a big problem. This motivates us to characterize the evolution of data breach incidents.
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This not only will deep our understanding of data breaches, but also shed light on other approaches for
mitigating the damage, such as insurance. Many believe that insurance will be useful, but the
development of accurate cyber risk metrics to guide the assignment of insurance rates is beyond the
reach of the current understanding of data breaches (e.g., the lack of modeling approaches) [6].
Recently, researchers started modeling data breach incidents. Maillart and Sornette [7] studied the
statistical properties of the personal identity losses in the United States between year 2000 and 2008
[8]. They found that the number of breach incidents dramatically increases from 2000 to July 2006 but
remains stable thereafter. Edwards et al. [9] analyzed a dataset containing 2,253 breach incidents that
span over a decade (2005 to 2015) [1]. They found that neither the size nor the frequency of data
breaches has increased over the years. Wheatley et al. [10] analyzed a dataset that is combined from [8]
and [1] and corresponds to organizational breach incidents between year 2000 and 2015. They found
that the frequency of large breach incidents (i.e., the ones that breach more than 50,000 records)
occurring to US firms is independent of time, but the frequency of large breach incidents occurring to

non-US firms exhibits an increasing trend.

2. INPUT AND OUTPUT DESIGN INPUT DESIGN
The input design is the link between the information system and the user. It comprises the developing
specification and procedures for data preparation and those steps are necessary to put transaction data
in to a usable form for processing can be achieved by inspecting the computer to read data from a
written or printed document or it can occur by having people keying the data directly into the system.
The design of input focuses on controlling the amount of input required, controlling the errors,
avoiding delay, avoiding extra steps and keeping the process simple. The input is designed in such a
way so that it provides security and ease of use with retaining the privacy. Input Design considered the
following things: > What data should be given as input? > How the data should be arranged or coded?
> The dialog to guide the operating personnel in providing input. > Methods for preparing input

validations and steps to follow when error occur.

3. OBJECTIVES
1.Input Design is the process of converting a user-oriented description of the input into a computer-
based system. This design is important to avoid errors in the data input process and show the correct

direction to the management for getting correct information from the computerized system.
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2. It is achieved by creating user-friendly screens for the data entry to handle large volume of data.
The goal of designing input is to make data entry easier and to be free from errors. The data entry
screen is designed in such a way that all the data manipulates can be performed. It also provides record
viewing facilities.

3.When the data is entered it will check for its validity. Data can be entered with the help of screens.
Appropriate messages are provided as when needed so that the user will not be in maize of instant.

Thus the objective of input design is to create an input layout that is easy to follow.

4.0UTPUT DESIGN
A quality output is one, which meets the requirements of the end user and presents the information
clearly. In any system results of processing are communicated to the users and to other system through
outputs. In output design it is determined how the information is to be displaced for immediate need
and also the hard copy output. It is the most important and direct source information to the user.

Efficient and intelligent output design improves the system’s relationship to help user decision-making.

1.Designing computer output should proceed in an organized, well thought out manner; the right
output must be developed while ensuring that each output element is designed so that people will find
the system can use easily and effectively. When analysis design computer output, they should Identify
the specific output that is needed to meet the requirements.

2.Select methods for presenting information.
3.Create document, report, or other formats that contain information produced by the system. The
output form of an information system should accomplish one or more of the following objectives.
» Convey information about past activities, current status or projections of the
* Future.
* Signal important events, opportunities, problems, or warnings.
* Trigger an action.

* Confirm an action.

GOALS

1. Provide users a ready-to-use, expressive visual modeling Language so that they can develop and

exchange meaningful models.
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2. Provide extendibility and specialization mechanisms to extend the core concepts.
3. Be independent of particular programming languages and development process.
4. Provide a formal basis for understanding the modeling language.

5. Encourage the growth of OO tools market.

6. Support higher level development concepts such as collaborations, frameworks, patterns and
components.

7. Integrate best practices.

5. SCREEN SHOTS
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6. CONCLUSION

We analyzed a hacking breach dataset from the points of view of the incidents inter-arrival time and
the breach size, and showed that they both should be modeled by stochastic processes rather than
distributions. The statistical models developed in this paper show satisfactory fitting and prediction
accuracies. In particular, we propose using a copula based approach to predict the joint probability
that an incident with a certain magnitude of breach size will occur during a future period of time.
Statistical tests show that the methodologies proposed in this paper are better than those which are
presented in the literature, because the latter ignored both the temporal correlations and the dependence
between the incidents inter-arrival times and the breach sizes. We conducted qualitative and
quantitative analyses to draw further insights. We drew a set of cybersecurity insights, including that
the threat of cyber hacking breach incidents is indeed getting worse in terms of their frequency, but not
the magnitude of their damage. The methodology presented in this paper can be adopted or adapted to
analyze datasets of a similar nature. There are many open problems that are left for future research. For
example, it is both interesting and challenging to investigate how to predict the extremely large values
and how to deal with missing data (i.e., breach incidents that are not reported). It is also worthwhile to
estimate the exact occurring times of breach incidents. Finally, more research needs to be conducted
towards understanding the predictability of breach incidents (i.e., the upper bound of prediction

accuracy.
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