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ABSTRACT: Cyberbullying is a serious problem in today's digital world that affects a growing
number of Internet users, particularly innocent teenagers and young people on social media sites
like INSTAGRAM. The majority of bullying includes intimidation or hurtful remarks that target a
gender, religion, sexual orientation, race, or physical differences, which is prohibited by law.
Psychological abuse, which includes cyberbullying, can result in mental abuse. We have thus

selected our project to identify cyberbullying comments in Instagram in an effort to mitigate this.
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keyboard, physical bullying is relatively
restricted to specific locations or periods of
the day. Cyberbullying is a type of
psychological bullying with significant
societal ~ consequences.  Cyberbullying
incidents have been on the rise, particularly
among young people who often switch
between different social media platforms.
Social media platforms like Twitter and
Instagram are particularly susceptible to
cyberbullying due to their popularity and the
anonymity that the Internet provides to
offenders. Even serious mental problems
and negative effects on mental health have
been linked to cyberbullying. The majority
of suicides are brought on by the anxiety,
sadness, tension, and other mental and
emotional problems that result from
cyberbullying. Due to these problems,
techniques and tools for the early detection
and prevention of such abusive behavior
have been developed. There are several
challenges involved in creating efficient and
successful ways for identifying such online
events. This focuses the need for a way to
identify cyberbullying in social media
communications (e.g., posts, tweets, and

comments). The detection of cyberbullying

incidents from tweets and the adoption of

preventative measures 2 are the major duties
in managing cyberbullying threats. As a
result, there is a greater need to research
social network-based CB in order to learn
more and contribute to the development of
resources and strategies that will effectively
address the issue. Social media is a platform
that allows people to post anything like
photos, videos, documents extensively and
interact with society. Turning that idea into
reality took months of development,
culminating in the June launch of
Instagram’s new Explore feature, which
organizes the platform’s content by trending
hashtags and location search. The Facebook-
owned company also hired a team of photo
editors and writers to curate the million of
images posted each day on the service. “We
believe you can see the world happening in
real time through Instagram,” says Systrom.
“And I think that’s true whether it’s Taylor
Swift’s 1989 tour, which trends on
Instagram all the time, or an important
moment like a protest overseas, or a march
like ‘Je suis Charlie’ in Paris. We want to
make all of those, no matter how serious, no
matter how playful, discoverable and
accessible on Instagram. Because, at the end

of the day, there’s no better way to consume
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what’s happening in the world other than
images and video. And I think Instagram is
at the natural nexus of both of those.” In
recent months, however, Instagram has been
facing increasing competition from Snapchat
and Periscope, two services that favor video
over still images. And while Instagram users
are already able to share 15-second videos,
the company is looking at expanding its
video features. “Video is going to be
increasingly important,” says Systrom,
pointing at how data transfer on wireless
networks is becoming faster and cheaper.
“For Instagram to succeed in the long run,
video has to be a core part of not only what
we’re good at, but also what the community
produce[s]. So we’re very focused on video.
We produced a product called Hyper lapse
that lets you take stabilized time-lapse
videos. And [that’s] a toe in the water [in
terms of] video production tools that might
come in the future.” Meanwhile, Instagram
will continue to develop its community, one
that grew from early photo enthusiasts to
include millions of casual photographers too.
Though Systrom says he can’t pin down
how exactly the Instagram community is
defined, that diversity of users is one of the

tool’s biggest advantages—and, its founder

says, one of the most important things for
the company to support. Especially that
community could change the way we see 3
the world, he tells TIME. “The next decade,
at least on Instagram, will be the decade
where we realize the power of a collective
group of people capturing the world in real
time through their phones,” he says. “I don’t
think we quite understand how that will
disrupt industries, whether that’s news [or]
how we consume events happening around
the world. And I hope that Instagram can
become a platform and a medium that
accelerates that disruption, and accelerates
that access to everything happening in the
world in real time[1]. People connect with
social media using their computers or
smartphones. The most popular social media
includes Facebook, Twitter, Instagram,
TikTok and so on. Nowadays, social media
is involved in different sectors like
education , business , and also for the noble
cause. Social media is also enhancing the
world’s economy through creating many
new job opportunities. Although social
media has a lot of benefits, it also has some
drawbacks. Using this media, malevolent
users conduct unethical and fraudulent acts

to hurt others feelings and damage their
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reputation. Recently, cyberbullying has been
one of the major social media issues.
Cyberbullying or cyber-harassment refers to
an electronic method of bullying or
harassment. Cyberbullying and cyber-
harassment are also known as online
bullying. As the digital realm has grown and
technology has progressed, cyberbullying
has become relatively common, particularly

amongst adolescents.
II. LITERATURE SURVEY

A hybrid deep learning approach for
detection in twitter social media platform.
This journal presents a DEA-RNN, to detect
CB on Twitter. This includes propounded
DEA- RNN model combines Elman type
continual Neural Networks(RNN) with an
Dolphin
Algorithm( DEA) for fine tuning the Elman

optimized Echolocation
RNN’s parameters and degrading practice
time. They evaluated DEA-RNN thoroughly
utilizing a dataset of 10000 tweets and
compared its performance to those of
different algorithms. The contemporary take
a look at changed into confined most
effective to the Twitter dataset exclusively;
different Social Media Platforms (SMP)

inclusive of Instagram, Flickr, YouTube,

Facebook, etc. , were not investigated in

order to detect the trend of cyberbullying.

Users of OSNs are growing every day, and
attacks and threats against users of OSNs
have also been growing steadily. Attacks
against OSN users take advantage of both
system and user-caused weaknesses, which
inevitably impact the hacker's attack plan.
The research found out how social media
users' actions affect how vulnerable they are
to security and privacy threats. The study
used survey methods and included social
media users from Turkey and Iraq. This
study analyses the actions of social media
users from two different countries to see if
there is a correlation between their actions
and security and privacy issues. To conclude,
this paper analyzed social media user
behaviors in terms of security and privacy.
These paper gives some new knowledge and
insights to Security and Privacy Area in
terms of user behaviors by considering

different kind of security attack scenarios.

A Survey. Social network services (SNSs)
have become an integral part of people's
daily life during the current era, making
online communication a necessity. Online

social deception (OSD) on SNSs has
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therefore become a real hazard in the online
world, especially for those who are
susceptible to such hacks. Cyber attackers
have taken advantage of SNSs' sophisticated
features to commit destructive OSD crimes
like money fraud, privacy invasion, and
sexual and labor exploitation. This paper
describes various types of OSD attacks in
terms of false information, luring and
phishing, fake identity, crowd turfing, and
human targeted attacks. Following the major
OSD types, the comparisons between social
network attacks, social deception attacks,
and cybercrimes are discussed. And also
includes discussed the security breach by
OSD attacks based on traditional CIA
(confidentiality, integrity, and availability)

security goals.

In this paper, they introduced Mal JPEG, a
machine learning-based method for quickly
identifying unidentified harmful JPEG
pictures. They are the first to, provide a
machine learning-based approach designed
exclusively for the identification of
malicious JPEG pictures. The architecture of
the JPEG image is used to extract most
JPEG  information. = Malicious JPEG
characteristics were developed based on

knowledge of how attackers exploit JPEG

pictures to launch assaults and how this
differs from typical benign JPEG images in
terms of how it impacts the JPEG file
structure. When parsing the JPEG picture
file, the characteristics are basic and rather
simple to extract statically (without actually

viewing the image.

People of all ages and socioeconomic
backgrounds are being harmed by the
disturbing trends of cyberbullying and
cyberaggression. In order to distinguish
bullies and aggressors from regular Twitter
users, this study offers a reliable 7
methodology that takes into account textual,
user, and network-based factors. These
accounts are categorized with above 90%
accuracy and AUC using a variety of
cutting-edge machine learning methods.
Finally, we examine the current state of
Twitter user accounts flagged as abusive by
our methodology and the effectiveness of
potential future customer retention strategies

that Twitter may employ.
III. PROPOSED SYSTEM

In the existing system the detection of cyber
bullying was performed on the social media
platform Twitter. The current study was

limited only to the Twitter dataset
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exclusively; other Social Media Platforms

(SMP) such as Instagram, Flickr, YouTube,

Facebook, etc., were not investigated in

order to detect the trend of cyberbullying.

Furthermore, this project performed the
analysis only on the content of tweets; and
could not perform the analysis in relation to
the users’ behavior. The proposed model
works to detect cyberbullying utilizing
textual content of tweets, whereas the other
type of media such as images, video, and
audio is still an open research area and
future research directions. Besides, this
project did not classify and detect CB tweets
in a real-time stream, it relays on theoretical

approach.

Proposed system deals with applying the
same concept of detecting cyberbullying on
Instagram as the proposed methodology was
based on Twitter, we explored through
different social media platforms and has
chosen to continue with Instagram as it is
one of the mostly targeted platforms for
bullying also the most popular and mostly

used platform from the past five years.

In this methodology we have followed the
same steps from the existing methodology to

evaluate different algorithms on accuracy,

precision, recall, F1- score, and specificity.
We also explored different algorithms like
NLP-NLTK, Sentimental analysis, LSTM,
RNN, CNN.

SYSTEM ARCHITECTURE

Training Data

?
<—,I | *l——»

A Successfull Model

Train The ML ﬁ |
Algorithm A g
Model Predicition
Input Data
3
o)
g

ML Algorithm

New Input
Data

Fig.1 System architecture
IMPLEMENTATION
Support Vector Machine or SVM

SVM is the maximum famous Supervised
Learning algorithms that are used for
Classification besides the Regression
problems. However, primarily, it's far used
for Classification issues in Machine
Learning. The purpose of the SVM is to
create the excellent line or choice boundary
that may segregate n-dimensional space into

lessons in order that we will without
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difficulty positioned the brand new facts
factor in an appropriate class withinside the

future.
Naive Bayes

Naive bayes is a supervised gaining
knowledge, that's based completely on
Bayes theorem and utilized for fixing type
problems. It is particularly utilized in textual
content class that consists of a high-
dimensional schooling dataset. Naive Bayes
Classifier is one of the easy and best
Classification algorithms which enables in
constructing the quick system studying

fashions which could make brief predictions.
A Recurrent Neural Network (RNN)

RNN is a neural network that is specifically
designed to work with sequential data such
as time-series data or natural language text.
RNNs have a feedback loop that allows
information to persist across inputs and
enables the network to make decisions
regarding the previous inputs. In a
traditional feedforward neural network,
information flows only in one direction,
from input to output, and the network is
typically designed to handle a fixed input

size. In contrast, an RNN processes input

sequences of arbitrary length by maintaining
a "hidden state" that summarizes
information from the given inputs. The
architecture of an RNN typically involves a
sequence of identical cells, each of which
maintains a hidden state and processes one
element of the e input sequence. The cells

are connected in a chain, with each cell's

output fed as inp.
RANDOM FOREST ALGORITHM:

Random Forest classifier is consists of
multiple decision tree classifiers. Each tree
gives a class prediction individually. The
maximum number of the predicted class is
our final result. This classifier is a
supervised learning model which provides
accurate result because several decision
trees are merged to make the outcome.
Instead of relying on one decision tree, the
random forest takes the prediction from each
generated tree and based on the majority
votes of predictions, and it decides the final
output. Datasets Description: We have
collected Facebook comments from different
posts (Dataset-1) and the twitter comments
dataset from kaggle.com [27] for (Dataset-2).
The texts or comments were classified into

two types as follows: Non-bullying Text:
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This type of comments or posts are non-
bullying or positive comments. For example,
the comment like “This photo is very
beautiful” is positive and non-bullying
comments. Bullying Text: This type belongs
to bully type comments or harassment’s. For
example, ”go away bitch” is a bullying text
or comment and we consider as negative

comment.
DATA GATHERING:

The dataset represented here is a collection
of tweets which was collected using Twitter
APIL. The number of data entries exceeded
1000 tweets which belong to different time
periods. The following images depict the

datasets indicating Text Labels.
DATA PROCESSING:

Adaptation of the raw data according to our
need is important before implementing the
regression model. Since, raw data is most of
the time inconsistent or incomplete or
lacking in certain behavior or lacking in
attributes or may contain noises. So, we
need to remove all these abnormalities and
convert the dataset into something which

can be used by the machine learning

algorithms. So, we processed data obtained
from online sources to obtain useful data
metrics, related to profanity in the output, on
a daily basis which can be used to train our
models. The comment data which we
downloaded was in xIsx format. So, we had
to convert the xIsx file format to csv format
which is usual format used to train machine
learning models. Further sometimes data
contain various inconsistencies such as
noisy data which model cannot interpret and
value dominances of a variable over another
which can cause model’s inconsistency to

predict accurately.

TRAINING PHASE: For training the
model, first we import a specific algorithm
class/module and create an instance of it.
Then using that instance, we fit the model to
the training data. Then we validate it by
testing its accuracy score and fine tune its
parameters till we get required results.
TESTING PHASE: For testing the model,
we compare its predicted values after the
training phase with test data. Then input
some different value for prediction and
check whether it predicts it right. If it didn’t
predict right then, fine tune the algorithmic

parameters and fit the model again.
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V. CONCLUSION

In this project we had worked on

detecting cyberbullying in Instagram

using different approaches such as
natural language processing, RNN
(recurrent neural networking). The

majority of bullying entails intimidation
or hurtful remarks that target a person's
gender, religion, sexual orientation, color,
which s

or physical differences,

prohibited by law in many states.
Psychological abuse, which includes
cyberbullying, can result in mental abuse.
We have therefore worked on our project
to identify cyberbullying remarks in

Instagram in order to lessen this.
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