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ABSTRACT 

Data is used by various artificial intelligence (AI) algorithms to extract significant properties. 

However, data on the Internet is distributed and controlled by various stakeholders who do not trust 

each other, and data usage in complicated cyberspace is difficult to authorize or authenticate. As a 

result, enabling data sharing for real, vast data and genuine, powerful AI in cyberspace is extremely 

difficult. We present the Sec-Net in this paper. An architecture capable of enabling safe data storage, 

computation, and sharing in a large-scale Internet environment. The Sec-Net aspires to create a more 

secure cyberspace with actual big data and, hence, enhanced AI with many data sources by 

combining these three critical features.1)Artificial intelligence: An AI-based safe computing 

platform to produce more intelligent security rules, supporting the development of a more trusted 

cyberspace; 2) blockchain-data sharing on the blockchain with ownership guarantees, allowing for 

trusted data exchange in a large-scale setting to create real big data;3) Trusted Value: Exchange 

methods for acquiring security services provide participants with a means of receiving cash 

compensation for donating their data or services, encouraging data sharing and improving AI 

performance. We explore Sec- Net's usual use case and numerous different deployment choices, as 

well as its success in terms of network security and financial advantage. 

Index Terms: Artificial Intelligence, Blockchain, Cyberspace, Trusted Value. 
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1. INTRODUCTION 

The trend of integrating cyber, physical, and social (CPS) systems into a highly integrated 

information society rather than just a digital Internet is becoming more obvious. The advancement of 

information technologies in an information society, data is an asset of its owner, and its use should be 

totally under their control, although this is not always the case. Given that data is undeniably the 

lifeblood of the information age, virtually every big organization wishes to collect as much data as 

possible in order to remain competitive in the future. A growing amount of personal information is 

being collected, such as location data, web search history, and user calls. The built-in sensors 

within such huge firms' products discreetly record user preferences, posing a security risk to the data 

owners. Additionally, the owners of those data have little influence over how they are used at the 

moment. There are few reliable ways to track how and by whom the data are used, making it 

difficult to find or punish individuals who misuse the data. In other words, it is highly challenging for 

a person to control the possible dangers associated with the obtained data when they lack the ability 

to manage it efficiently. For instance, once data has been gathered by a third party, a person's ability to 

comprehend or control the dangers associated with the data is hampered by the lack of access to that 

data. 

Meanwhile, the hazards of data abuse rise due to the lack of immutable recordkeeping. The 

effectiveness of artificial intelligence (AI) will improve if there is a reliable and efficient method to 

gather and combine the scattered data scattered over the entire CPS to create genuine big data. will be 

greatly strengthened as a result of AI's ability to process enormous amounts of data simultaneously, 

which has a number of positive effects (such as improving data security) and may even enable AI to 

outperform humans in more fields. 

2. LITERATURE SURVEY 

 

Hyperconnected Network: A Decentralized Trusted Computing and Networking 

Paradigm 

Abstract- With the expansion of the Internet of Things, a complex CPS system has emerged and is 

evolving into a workable information infrastructure. Protecting data sovereignty has become more 
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difficult. Due to the loss of control over user data, the CPS system should encourage innovation while 

protecting privacy. In this essay, we propose Hyper-Net, a novel decentralised trustworthy computing 

and networking paradigm, to address the problem of data loss of control. The intelligent PDC, which 

can be thought of as a digital representation of a person; the decentralised, trusted connection between 

any entities based on blockchain and smart contracts; and the three primary parts of the Hyper-Net 

are the UDI platform, which provides secure digital object management, and an identifier-driven 

routing mechanism. The future data-oriented information society might be created using Hyper-Net, 

which is equipped to defend data sovereignty and change the current communication-based 

information system. 

 

MeDShare: Trust-Less Medical Data Sharing Among Cloud Service Providers via Blockchain 

Abstract- As harmful activities on these records seriously harm the reputation, finances, and other 

assets of all parties associated directly or indirectly with the data, the publication of patient medical 

records poses a variety of hazards to patients' privacy. It has been established that the procedures 

used to maintain and preserve medical records are insufficient. In this study, we present MeDShare, a 

system that deals with the problem of medical big data custodians sharing medical data in an 

environment lacking trust. In cloud repositories, the blockchain-based approach provides data 

provenance, auditing, and control for huge data entities that exchange medical data. MeDShare 

tracks entities that access data from a data custodian system for nefarious purposes. MeDShare keeps 

a tamper-proof record of all operations taken on the MeDShare system, including data migrations 

and sharing from one entity to another. In order to effectively monitor the behaviour of the data and 

revoke access to offending entities when permissions on the data are breached, the design uses smart 

contracts and an access control mechanism. MeDShare performs on par with contemporary, state- 

of-the-art technologies for data sharing among cloud service providers. MeDShare would enable 

cloud service providers and other data guardians to achieve data provenance and auditing while 

exchanging medical data with organisations like research and healthcare institutions with no danger to 

data privacy. 

 

Blockchain: A distributed solution to automotive security and privacy Abstract- A wireless 
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vehicle interface (WVI) is used in a future smart car to connect the Internet to the car and its 

vehicular bus systems. Future smart cars will be connected to the Internet of Things, presenting 

advantageous development potential for both consumers and the automotive sector. This might 

expose intelligent vehicles to a variety of security and privacy risks, such as tracking or  vehicular 

espionage. For automotive systems to support the development of new services while safeguarding 

the security of the vehicles and the end-users' privacy from intrusions, a thorough security architecture 

is necessary. In this article, we make the case that Blockchain (BC), a game- changing technology 

with numerous applications—from cryptocurrencies to smart contracts—could be a potential answer 

to problems with car privacy and security. To safeguard user privacy and boost the security of the 

vehicular ecosystem, we suggest a BC-based design. Examples of how the suggested security 

architecture is employed include wireless remote software updates and other new automotive 

services like dynamic vehicle insurance rates. We also talk about how the architecture is protected 

against significant threats. 

 

Lightweight RFID protocol   for medical privacy protection in IoT  

Abstract- Traditional  medical  privacy information is extremely vulnerable to disclosure,and

  numerous  relevant situations have happened throughout time. For instance, it is easy for 

insurance firms to obtain personal medical information, which not only jeopardises people's right to 

privacy   but   also impedes the healthy growth of the medical sector. The Internet of Things has 

advanced quickly thanks to         the on going  development of cloud computing and big data 

technologies. One of the foundational technologies of the Internet of Things is RFID. This issue 

of medical privacy can be efficiently resolved by integrating RFID technology into the medical 

system. Through the reader, RFID tags in the system can interchange and process data, gather 

important information, and communicate data with a back-end                         server. The exchange of information 

takes  place  mostly  through ciphertext. An inexpensive  RFID  medical

   privacy protection system is presented in the paper within the context of the Internet of 

Things. Through secure authentication, the system guarantees the confidentiality and privacy of the 

obtained data. According to the security analysis and scheme evaluation, the protocol may 

successfully reduce the risk of medical privacy data being easily disclosed. 
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3. EXISTING SYSTEM 

Data is everything in the digital world, and all artificial intelligence systems can only learn from past 

data. For instance, in online shopping applications, information about customer reviews is crucial for 

assisting new users in making purchasing decisions. Other examples include the medical field, where 

being aware of the best academic or clinical facilities is essential. Patient health information, which 

includes contact information and information about the patient's condition, is one type of 

cyberinformation that cannot be made public. If such details are made public, patient data is not 

protected. Today, all service providers, including cloud storage services and online social networks, 

will retain some user data on their servers and might even sell that data to other companies for their 

own financial advantage. All service providers today, including online social networks and cloud 

storage, will keep some kind of customer data and sell it to other parties. The user has no control over 

his data because it is saved on third- party servers by the organisation for their own purposes. 

4. PROPOSED SYSTEM 

Today, all professional cooperatives, such as online forums or distributed storage, will store some 

type of client information that they can then sell to other organisations for their own benefits without 

the client having any control over it because the information is being paid for by outside workers. 

Private data centres (PDC) using blockchain and AI procedures have been proposed as a solution to 

the aforementioned problem to provide security for customer data. Three features will be used in this 

process, as shown below. 

1. Blockchain: Blockchain-based data exchange with owner guarantees enables trusted information 

participants in the context of an extremely broad reach to produce enormous amounts of 

information. Clients can define access control in this way, indicating which clients have permission 

to access information and which clients do not. A blockchain product will be created based on that 

entrance information and will only allow clients who have permission to access the information to 

access it. Clients will include, purchase, share, and grant approval for blockchain objects. 

2. Artificial intelligence (AI): An AI-based, reliable processing stage that produces smarter security 

rules helps to build a safer internet. Artificial intelligence is capable of performing reasoning to 

determine whether a customer has given permission to share information. It functions similarly to the 
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human mind. If the door is open, then AI will allow blockchain to display shared information even if 

there is no demand. 

3. Rewards: In this approach, every client that shares information will receive points for doing so 

each time a customer accesses it. trusted repute trade component for purchasing security services, 

offering a way for members to boost financial rewards when giving out their information or 

administration, which promotes data exchange and ultimately leads to improved AI performance. 

5. ARCHITECTURE 

If the hospital wants to support a critical medical experiment by using Alice's medical records, which 

are currently kept in another facility, must first access its PDC 

 

Fig.no.1: Architecture 

before sending the data request with the metadata or identifier to the PDC that it belongs to. When 

the Access Control module receives the data, it analyses it using the ASC module in the OSS, and in 

the meantime, it records this request behaviour to the Blockchain Ledger as it waits for state 

synchronisation. The Access Control module communicates with the Data Storage module after the 

data is excluded from malicious access behaviour in accordance with the analysis output from ASC 

and its submodule GAN and then triggers the on-chain smart contract between and on the requested 

data, possibly also triggering the smart contract between and Alice. The first governs the price that 

should be paid for the requested data, and the second governs the price that should be sent to Alice 
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because she is the rightful owner. According to the smart contracts, when Alice receives the 

requested data, a corresponding value (such as tokens, coins, or electronic money) is sent to and from 

Alice. In other words, she receives compensation for holding Alice's medical data, and Alice 

receives compensation for authorising the sharing of her medical data with hospital.  

METHODOLOGY 

Patients: Patients first build their profile with all of their disease information, and then they choose 

the hospital they want to share or subscribe to their data with. While only those hospitals will be able 

to access data thanks to the profile application's creation of a blockchain object with the necessary 

permissions. 

Patient login: Using his profile ID, the patient can access the programme and view the total awards he 

has received for data sharing. 

Hospital: This application uses Hospital1 and Hospital2 as two organisations with which patients 

can share data. Any hospital can log in to the programme at once and then enter the disease name in 

the search field. The AI algorithm will take the hospital's access permissions into account and run a 

search on all patients to find patients with similar diseases. If the hospital has access permission, the 

AI algorithm will then display those patients' records to that hospital. 

6. RESULTS AND EVOLUTION METRICS 

7.  

 

Fig.no.2: To open the screen below, click the 'New Patient Register Here' link in the screen above.  
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Fig.no.3: On the page above, I'm providing information about the patient's disease and choosing 

"Hospital1" to submit my data. If you wish to share your data with two hospitals, hold down the 

"CTRL" key and choose both hospitals to confirm. To create a profile, click the "Create" button now. 

 

Fig.no.4: One patient is created in the web page above with patient ID 1, and Hospital 1 can now log 

in, search for, and retrieve this patient's information because the patient has granted permission to 

Hospital 1. 

 

Fig.no.5: Click the 'Hospital' link to get the above screen and log in as Hospital1. To log in as 

Hospital1 and Hospital2, respectively, use Hospital1 as your username and Hospital1 as your 

password. 
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Fig.no.6: In the image above, Hospital 1 is getting patient information, and since Hospital 2 doesn't 

have access, it cannot obtain patient information. Log out and back in as "Hospital2" to see this. 

 

Fig.no.7: On the web page above, we can see the patient's complete information as well as the block 

chain-generated hash code. In the last column, we can see the patient reward revenue, which is 

currently set at 0.5 and will be updated each time a hospital user accesses it. 

8.CONCLUSION 

We propose SecNet, a different systems administration worldview that focuses on secure information 

putting away, sharing, and registering as opposed to conveying, in order to use AI and block chain to 

fit the problem of handling information as well as enable AI with the assistance of block chain for 

trusted information for executives in a trust-less climate. With the help of block chain innovations, 

an AI-based secure figuring platform, and a block chain-based incentive mechanism, SecNet offers 

information proprietorship assurance. It also provides a paradigm and incentives for information 

combining and even more impressive AI in order to improve network security. Additionally, we go 

over typical SecNet use scenarios in a clinical consideration framework and offer alternate methods 
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for utilising the storage feature of SecNet. 
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